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DETAILED ACTION 

Drawings 

1 . New corrected drawings in compliance with 37 CFR 1 .121 (d) are required in this 
application because Figs. 2 - 5 are currently illegible due to the contrast between the 
black background in the figure and the black text. Applicant is advised to employ the 
services of a competent patent draftsperson outside the Office, as the U.S. Patent and 
Trademark Office no longer prepares new drawings. The corrected drawings are 
required in reply to the Office action to avoid abandonment of the application. The 
requirement for corrected drawings will not be held in abeyance. 

Claim Rejections - 35 USC §112 

1 . The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

2. Claims 9, 10, 28, 29 and 45 rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

Specifically, the above claims reference agents evolving 'towards a uniform 
random graph', which is not known in the art. A search of the US-PGPUB, US Patent, 
EPO, DERWENT and IBM_TDB databases for the term 'uniform random graph' 
retrieved only 1 match, Applicant's present pending application (said search provided 
below). Furthermore, 'uniform random graph' appears only in the claims, and is not 
given any further description in the specification. 
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Claim Rejections - 35 USC § 102 



2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed 
publication in this or a foreign country, before the invention thereof by the applicant for a patent. 

3. Claims 1, 5, 7, 15, 21, 23, 24, 26, 40, 42 and 43 rejected under 35 U.S.C. 102(a) 
as being anticipated by Kennedy et al. (US 2004/0218582 A1), hereafter Kennedy. 

4. Regarding claim 1 , Kennedy shows in a data processing system, a method to 
automatically tune a topology of relationships between a plurality of self-organizing 
agents, comprising: obtaining information that is descriptive of the topology (Fig. 3, 
[0039-0040,0042,0051]); and based at least in part on the obtained information and on 
at least one criterion, making at least one recommendation to at least one of the 
plurality of agents that is intended to modify the topology ([0033-0038,0045-0047]). 

5. Regarding claim 23, Kennedy shows a topology tuner software agent operable in 
a data processing system that comprises a plurality of self-organizing software agents 
(Abstract, Figs. 1 and 3, [0001-0004]), comprising computer program code for obtaining 
information that is descriptive of a topology of relationships between the self-organizing 
software agents from at least one of a system registry function and from the self- 
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organizing software agents themselves ([0021, 0039-0042, 0051]); and computer 
program code, responsive to the obtained information and at least one criterion, for 
making at least one recommendation to at least one of the plurality of self-organizing 
software agents that is intended to modify the topology ([0033-0038, 0045-0047]). 

6. Regarding claims 5 and 24, Kennedy shows where obtaining information is 
performed on a periodic basis by a topology tuner agent to update the state of the 
topology ([0141-0144, 0146-0158, 0166-0167]), and where the topology tuner agent 
makes the at least one recommendation when some topology threshold condition is 
satisfied (0187, 01910196, 0203, 0211, 0215, 0228]). 

7. Regarding claims 7 and 26, Kennedy shows where the at least one criterion 
comprises a vulnerability of the topology to a failure of one or more of the agents ([0216, 
0217, 0225]). 

8. Regarding claim 15, Kennedy shows where making at least one recommendation 
is performed by a topology tuner agent using a multi-cast technique to simultaneously 
contact a number of the agents ([0034,0038,0217,0221]). 

9. Regarding claim 21 , Kennedy shows where obtaining information and making at 
least one recommendation are performed by an entity ([0033-0038,0044-0047]) in an 
environment ([0024]) that hosts the plurality of agents (Fig. 1). 

10. Regarding claim 40, Kennedy further shows where said computer program code 
is stored on a computer readable medium ([0021]). 

1 1 . Regarding claim 42, Kennedy shows a data processing system comprising a 
plurality of self-organizing software agents capable of autonomously establishing 
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relationships between themselves (Abstract, [0001-0004]), where the totality of the 
relationships can be represented by a topological structure having nodes that each 
comprise one of the plurality of software agents and links between the nodes that 
comprise the established relationships ([0141-0144, 0146 - 0158, 0166-0167]), said 
data processing system further comprising a topology tuning function that obtains 
information that is descriptive of the topology and, based at least in part on the obtained 
information and on at least one criterion, that makes a recommendation to at least one 
of the plurality of software agents that is intended to modify the topology ([0033- 
00368,0045-0048]). 

1 2. Regarding claim 43, Kennedy shows where topology tuning function is performed 
by a topology tuner software agent (Abstract, Figs. 1 and 3, [0021, 0033-0038, 0045- 
0047]. 

13. Claims 2, 3 and 4 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kennedy in view of Assa (US 2004/0059812 A1). 

14. Regarding claim 2, Kennedy shows claim 1. 

Kennedy does not show where obtaining information is performed by a topology 
tuner agent that queries a system registry to determine identities of individual ones of 
the plurality of agents. 

Assa shows where obtaining information is performed by a topology tuner agent 
that queries a system registry to determine identities of individual ones of the plurality of 
agents ([0061-0066,0078-0079,0090]). 
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It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the disclosure of Kennedy with that of Assa in order to utilize an 
improved topology information system (Assa, Abstract). 

1 5. Regarding claim 3, Kennedy in view of Assa further show where obtaining 
information is performed by a topology tuner agent that queries individual ones of the 
plurality of agents to determine to which other agent or agents the individual one of the 
plurality of agents currently has a relationship (Assa, [0082,0092-0096,0202-0203]). 

1 6. Regarding claim 4, Kennedy in view of Assa further show where obtaining 
information is performed by a topology tuner agent that queries a system registry to 
determine to which other agent or agents that individual ones of the plurality of agents 
currently have a relationship (Assa, Figs. 3-5, [0061-0066,0078-0079,0090]). 

17. Claims 6, 9, 10, 25, 28, 29 and 45 rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kennedy in view of Swiler et al. (US 7,013,395 B1), hereafter Swiler. 

18. Regarding claims 6 and 25, Kennedy shows claims 1 and 23. 

Kennedy does not show where the at least one criterion comprises a vulnerability 
of the topology to an attack directed to one or more of the agents 

Swiler shows where the at least one criterion comprises a vulnerability of the 
topology to an attack directed to one or more of the agents (col. 3 lines 10-15, col. 3 
lines 25 - 33). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the disclosure of Kennedy with that of Swiler in order to provide for a 
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method of assessing security attributes system vulnerabilities (Swiler, Abstract), which 
are important attributes in keeping a network operationally stable. 
19. Regarding claims 9 and 28, Kennedy in view of Swiler further show, where the at 
least one criterion comprises a vulnerability of the topology to an attack directed to one 
or more of the agents (Swiler, col. 3 lines 10-15, col.3 lines 25 - 33). 

Kennedy focuses on discovering new routes and discovering new agents, along 
with making recommendations to improve the network, but makes no mention of 
constraining new agents with which relationships can be formed. Swiler, as noted 
above, does address system vulnerabilities, but not constraining new relationship 
choices. 

Given that there are only two possible methods for agents to behave regarding 
how to manage new relationships, it would have been obvious to one of ordinary skill in 
the art at the time of the invention try both choices, thus enabling choosing either 
limiting relationship choices or not limiting relationship choices. 

Therefore, Kennedy in view of Swiller disclose where the at least one 
recommendation does not constrain the set of potential agents that an agent may select 
from to form a new relationship or relationships. 

To the Office's best knowledge, Kennedy in view of Swiller also disclose 
performing the above aspects of claims 9 and 28 such that the topology evolves 
towards a uniform random graph. 
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20. Regarding claims 1 0 and 29, Kennedy in view of Swiler further show, where the 
at least one criterion comprises a vulnerability of the topology to an attack directed to 
one or more of the agents (Swiler, col. 3 lines 10-15, col. 3 lines 25 - 33). 

Kennedy focuses on discovering new routes and discovering new agents, along 
with making recommendations to improve the network, but makes no mention of 
constraining new agents with which relationships can be formed. Swiler, as noted 
above, does address system vulnerabilities, but not constraining new relationship 
choices. 

Given that there are only two possible methods for agents to behave regarding 
how to manage new relationships, it would have been obvious to one of ordinary skill in 
the art at the time of the invention try both choices, thus enabling choosing either 
limiting relationship choices or not limiting relationship choices. 

Therefore, Kennedy in view of Swiller disclose where the at least one 
recommendation does constrain the set of potential agents that an agent may select 
from to form a new relationship or relationships. 

To the Office's best knowledge, Kennedy in view of Swiller also disclose 
performing the above aspects of claims 9 and 28 such that the topology evolves 
towards a uniform random graph. 

21 . Regarding claim 45, Kennedy in view of Swiler further further show where the at 
least one criterion comprises a vulnerability of the topology to an attack directed to one 
or more of the software agents. 



Application/Control Number: 10/726,724 Page 9 

Art Unit: 2142 

Kennedy focuses on discovering new routes and discovering new agents, along 
with making recommendations to improve the network, but makes no mention of 
constraining new agents with which relationships can be formed. Swiler, as noted 
above, does address system vulnerabilities, but not constraining new relationship 
choices. 

Given that there are only two possible methods for agents to behave regarding 
how to manage new relationships, it would have been obvious to one of ordinary skill in 
the art at the time of the invention try both choices, thus enabling choosing either 
limiting relationship choices or not limiting relationship choices. 

Therefore, Kennedy in view of Swiller disclose where the at least one 
recommendation does not constrain the set of potential agents that an agent may select 
from to form a new relationship or relationships, and Kennedy in view of Swiller disclose 
where the at least one recommendation does constrain the set of potential agents that 
an agent may select from to form a new relationship or relationships. It is inherent that if 
the number of relationships with which an agent may form a new relationship is limited 
that such an agent will have comparatively few relationships. 

To the Office's best knowledge, Kennedy in view of Swiller also disclose 
performing the above aspects of claim 45 such that the topology evolves towards a 
uniform random graph. 

22. Claims 10, 29 and 45 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kennedy in view of Swiler, as applied to claims 9 and 28 above, further in view of 
Brandt et al. (US 2004/01 17624 A1), hereafter Brandt. 
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23. Regarding claims 10 and 29, Kennedy in view of Swiler further show, where the 
at least one criterion comprises a vulnerability of the topology to an attack directed to 
one or more of the agents (Swiler, col. 3 lines 10-15, col.3 lines 25 - 33). 

To the Office's best knowledge, Kennedy in view of Swiller also disclose 
performing the above aspects of claim 45 such that the topology evolves towards a 
uniform random graph. 

Kennedy in view of Swiler do not explicitly show constraining the set of potential 
agents that an agent may select from. 

Brandt shows removing suspicious computers from the network ([0047]), thus 
disclosing constraining the set of potential agents that an agent may select from. 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the disclosure of Kennedy in view of Swiler with that of Brandt in 
order to provide additional advanced methods for performing network security checks 
(Brandt, Abstract). 

24. Regarding claim 45, Kennedy in view of Swiler and Brandt further show where 
the at least one criterion comprises a vulnerability of the topology to an attack directed 
to one or more of the software agents (Swiler, col. 3 lines 10-15, col.3 lines 25 - 33). 

Kennedy in view of Swiler and Brandt further disclose removing suspicious 
computers from the network ([0047]), thus disclosing constraining the set of potential 
agents that an agent may select from (Brandt, [0047]). 

Therefore, Kennedy in view of Swiller and Brandt disclose where the at least one 
recommendation does constrain the set of potential agents that an agent may select 
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from to form a new relationship or relationships. It is inherent that if the number of 
relationships with which an agent may form a new relationship is limited that such an 
agent will have comparatively few relationships. 

Given that there are only two possible methods for agents to behave regarding 
how to manage new relationships, it would have been obvious to one of ordinary skill in 
the art at the time of the invention try both choices, thus enabling choosing either 
limiting relationship choices or not limiting relationship choices. 

To the Office's best knowledge, Kennedy in view of Swiller and Brandt also 
disclose performing the above aspects of claim 45 such that the topology evolves 
towards a uniform random graph. 

25. Claims 8, 20, 27, 38 and 44 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kennedy in view of Stanforth et al. (US 2004/0081 166 A1), hereafter 
Stanforth. 

26. Regarding claims 8, 27 and 44, Kennedy discloses claim 1, 23 and 42. 
Kennedy does not disclose where the at least one criterion comprises a rate at 

which agents form new relationships. 

Stanforth shows where the at least one criterion comprises a rate at which 
agents form new relationships (Abstract). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the disclosure of Kennedy with that of Stanforth in order to increase 
the level of control over the agents in the network, specifically the forming of 
relationships (Stanforth, Abstract). 
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27. Regarding claims 20 and 38, Kennedy in view of Stanforth further show where 
obtaining information and making at least one recommendation are performed by a 
topology tuner agent that monitors how frequently individual ones of the agents change 
their relationships, said topology tuner agent querying (Kennedy [0188-0203]) those 
agents more frequently that more frequently change their relationships (specifically 
shown by Stanforth through showing changing the update rate based on relationship 
changes to save bandwidth and power ([0006-0009, 0015])). 

28. Claims 1 1, 30 and 46 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kennedy in view of Brandt and Albert et al. (Error and attack tolerance of complex 
networks), hereafter Albert. 

Kennedy shows claim 1, including where the at least one criterion comprises a 
vulnerability of the topology to a failure of one or more of the agents ([0216,0217,0225]). 

Kennedy does not show where the at least one recommendation constrains the 
set of potential agents that an agent may select from to form a new relationship or 
relationship such that the topology evolves towards a scale-free network. 

Brandt shows where the at least one recommendation constrains the set of 
potential agents that an agent may select from to form a new relationship or 
relationships ([0047]). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the disclosure of Kennedy with that of Brandt in order to provide 
additional advanced methods for performing network security checks (Brandt, Abstract). 
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Kennedy in view of Brandt do not show where, after set of potential agents that 
an agent may select from to form a new relationship or relationships is constrained, 
performing said constraining such that the topology evolves towards a scale-free 
network. 

Albert shows where when connection choices are limited (which Brandt's 
recommendation constrains the set of potential agents that an agent may select from 
inherently results in doing), networks evolve to become highly connected and thus 
scale-free (pg. 379, col. 1). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the disclosure of Kennedy in view of Brandt with that of Albert in 
order to provide a better understanding for how limiting network choices will effect a 
networks characteristics. 

29. Claims 12, 13, 14, 31, 32 and 33 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Habetha (US 7,031,321 B2). 

30. Regarding claims 12 and 31 , Kennedy shows claims 1 and 23, including 
monitoring topology and the need for reconfiguration of topology due to node movement 
([0004]) and to adapt to other changes ([0006]), thus showing monitoring the drift or re- 
self-organization of the topology. 

Kennedy does not explicitly show where the at least one recommendation is 
made to compensate for the drift that has occurred over time. 

Habetha shows periodically checking the actual network state to monitor for 
changes during operation, and updating the topology based on these changes (col. 1 
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line 15 - col. 2 line 35), thus showing monitoring over time and making at least one 
recommendation to compensate for changes over time. 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the disclosure of Kennedy with that of Habetha in order to provide 
for an improved method of monitoring a dynamic network and ensuring that network 
state records reflect actual network conditions (Habetha, Abstract). 

Kennedy in view of Habetha thus show obtaining information comprises 
monitoring the drift or re-self-organization of the topology over time, and where the at 
least one recommendation is made to compensate for the drift. 
31 . Regarding claims 1 3 and 32, Kennedy in view of Habetha further show where 
obtaining information and making at least one recommendation are performed by a 
topology tuner agent that is recognized by the plurality of agents to have privileges 
giving it sufficient nominal authority to make its recommendations to the other agents 
effective, specifically where Kennedy shows a distributed system that tunes topology 
([0004-0006,0039-0042,0051]), and Habetha shows using centralized controllers 
making network management decisions networks (Fig. 2, col. 1 lines 15-43, col. 2lines 
63 - 67, col. 3 lines 48 - 64). It is inherent that a central controller, as shown by 
Habetha, have privileges giving it sufficient nominal authority to make its 
recommendations to the other agents effective, as otherwise it would be inoperable due 
to its inability to control anything. 

Kennedy in view of Habetha thus show where obtaining information and making 
at least one recommendation are performed by a topology tuner agent that is 
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recognized by the plurality of agents to have privileges giving it sufficient nominal 
authority to make its recommendations to the other agents effective. 

32. Regarding claims 14 and 33, Kennedy in view of Habetha further show where 
said topology tuner agent behaves otherwise as a peer agent that uses the same 
system messaging infrastructure as the other agents (Kennedy, Figs. 1 and 2, [0026- 
0031,0033-0034,0166,0170,0172], specifically showing route maintenance/updating 
(topology tuning) taking place in normal peer agents, thus showing each peer agent 
also representing said topology tuner). 

33. Claims 16 and 34 rejected under 35 U.S.C. 103(a) as being unpatentable over 
Kennedy in view of Liu et al. (US 7,184,421 B1), hereafter Liu. 

Kennedy shows claims 1 and 23, including where making at least one 
recommendation is performed by a topology tuner agent (Kennedy, Figs. 1 and 2, 
[0026-003 1 , 0033-0034, 0 1 66 , 0 1 70 , 0 1 72]) . 

Kennedy does not show using a single-cast technique to individually contact the 
agents. 

Liu shows using a single-cast technique to individually contact the agents 
(Abstract, col. 1 lines 30 - 35). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the disclosure of Kennedy with that of Liu in order to utilize an old 
and well known method of efficiently routing information directly between two 
computers. 
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34. Claims 17 and 35 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kennedy in view of Goldman et al. (US 2003/0046583), hereafter Goldman. 

Kennedy shows claims 1 and 23, including where obtaining gathers information 
concerning all relationships ([0141-0164]), and making at least one recommendation 
([0033-0038, 0045-0047]). 

Kennedy does not show where said at least one recommendation applies to all 
types of relationships between agents. 

Goldman shows where at least one recommendation applies to all types of 
relationships between agents ([0032], specifically showing applying recommendations 
to allow or prohibit services to users both inside and outside of the network, which 
comprises all types of relationships). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the disclosure of Kennedy with that of Goldman in order to apply 
security goals across all areas of a network, improving the goal of maintaining network 
security (Goldman, Abstract). 

35. Claims 18, 19, 36 and 37 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kennedy in view of Cain (US 6,697,325 B1). 

36. Regarding claims 18 and 36, Kennedy shows claims 1 and 23. 
Kennedy does not show where obtaining information gathers information 

concerning relationships of a certain type or types, and where the at least one 
recommendation applies only to the certain type or types of relationships between 
agents. 
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Cain shows where obtaining information gathers information concerning 
relationships of a certain type or types (Fig. 2; where the type is relationships between 
active and failed links), and where the at least one recommendation applies only to the 
certain type or types of relationships between agents (Fig. 2; recommending only 
nodes/agents involved with the failed link update their topology database). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the disclosure of Kennedy with that of Cain in order to minimize the 
overhead inherently involved in monitoring network traffic by minimizing the sources 
from which information in gathered and the sources to which recommendations are 
made. 

37. Regarding claims 1 8 and 37, Kennedy in view of Cain further show where 
obtaining information and making at least one recommendation are performed in 
response to a notification of a change in the topology (Cain, Fig. 2, specifically showing 
where said recommendation is only performed after being informed of a link failure 
(which comprises said topology change)). 

38. Claims 22 and 39 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kennedy in view of Hanzlik et al. (US 2004/0044891 A1), hereafter Hanzlik. 

Kennedy shows claims 1 and 23, including making at least one recommendation 
([0033-0047]). 

Kennedy does not show where the plurality of agents operate with a common set 
of system policies that are capable of being changed by a policy update procedure, and 
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where making at least one recommendation is performed during a policy update 
procedure. 

Hanzlik shows where the plurality of agents operate with a common set of 
system policies (Figs. 1A and 8A, [0030]) that are capable of being changed by a policy 
update procedure ([0048-0050]), and performing multiple tasks during a policy update 
procedure ([0048-0051]). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the disclosure of Kennedy with that of Hanzlik in order to provide for 
a method maintaining a common set of network behavior, to, among other goals, help 
maintain system security and coherency (Hanzlik, Abstract). 

Kennedy in view of Hanzlik thus show giving network recommendations 
(Kennedy [0033-0047]) and policy updates, where said policy updates can comprise 
multiple items sent during one update (Hanzlik [0048-0051]). It would have thus been 
obvious to one of ordinary skill in the art at the time of the invention that on of the 
multiple items sent during a policy update could be a recommendation, as minimizing 
the number of transmissions would have the obvious effect of improving network 
performance, as well as being an old and well known method in the art of optimizing 
network traffic. 

39. Claim 41 rejected under 35 U.S.C. 103(a) as being unpatentable over Kennedy 
in view Ikeda et al. (5,091 ,920), hereafter Ikeda. 

Kennedy shows claims 23 and 24, including a threshold condition ([021 1 , 0215]) 
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Kennedy does not show where said threshold condition is expressed as a 
variable threshold value. 

Ikeda shows expressing a threshold condition is expressed as a variable 
threshold value (Abstract). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the disclosure of Kennedy with that of Ikdea in order to utilize an 
method of making accurate comparisons (Ikeda, Abstract). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to John M. Frink whose telephone number is (571) 272- 
9686. The examiner can normally be reached on M-F 7:30AM - 5:00PM EST; off 
alternate Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell can be reached on (571)272-3868. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 



Application/Control Number: 10/726,724 



Page 20 



Art Unit: 2142 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



John Frink 



(571)272-9686 




ANDREW CALDWELL 
SUPERVISORY PATENT EXAMINER 



